Q) What is an advanced search? Why is it useful? Explain advanced search
techniques.

An advanced search is a specialized search function provided by search engines,
databases, or online platforms that allows users to refine and customize their search
gueries to find specific and relevant information more effectively. It is useful because
it enables users to narrow down search results and retrieve more accurate and
targeted information from vast data repositories. Advanced search techniques
enhance the precision and efficiency of searching, making it easier to find the
desired content.

Here are some common advanced search techniques:

. Boolean Operators: Boolean operators are used to combine keywords and phrases
in search queries, allowing users to specify the relationship between terms. The
primary Boolean operators include:

e AND: It narrows down search results by requiring all specified keywords to be
present in the results. For example, "cats AND dogs" will retrieve results that
include both "cats" and "dogs."

e« OR: This operator broadens search results by retrieving documents that
contain at least one of the specified keywords. For instance, "cats OR dogs"
will return results with either "cats" or "dogs" or both.

e NOT: It is used to exclude specific keywords from search results. For
instance, "cats NOT dogs" will yield results containing "cats" while excluding
any that mention "dogs."

. Phrase Searching: Phrase searching involves using quotation marks to search for
an exact phrase rather than individual keywords. This technique is useful when you
want to find results that contain a specific sequence of words. For example,
searching for "climate change" within quotation marks ensures that you retrieve
results with the exact phrase "climate change" rather than documents with those
words scattered throughout.

. Wildcards and Truncation: Wildcards and truncation symbols are used to search
for variations of words or to find words with common prefixes or suffixes. Common
symbols include:

e (Asterisk): It represents one or more characters within a word. For
example, "comput*" could retrieve results containing “"computer,”
"computing,” or "computation.”

e 7? (Question Mark): It represents a single character within a word. For
example, "wom?n" might find results with "woman" or "women."

. Filters and Facets: Many advanced search interfaces offer filters and facets that
allow users to refine their results based on specific criteria such as date, file type,
location, or category. Users can select these filters to narrow down their search
results to a more manageable subset.

. Proximity Operators: Proximity operators specify the distance between keywords
within a document. For instance, "apple NEAR/5 orange" would return results where
"apple" and "orange" appear within five words of each other.

. Field-Specific Searching: Some search engines allow users to specify the field in
which to search. For example, you can search for a specific term only within the title,
author, or content of a document, which is useful for finding information in specific
contexts.



Advanced search techniques are invaluable because they empower users to
customize their searches to meet their specific information needs, save time, and
obtain more relevant and accurate results from the vast amount of data available on
the internet and in databases.

Q) Define cybercrime. Explain types of cybercrimes

Cybercrime refers to criminal activities that are carried out using computers,
computer networks, or digital technology. These activities involve the use of
computers and the internet to commit illegal acts, often with the intent to gain
financial benefits, cause harm, or steal sensitive information. Cybercrimes can take
various forms and target individuals, organizations, or even governments. Here are
some common types of cybercrimes:

Hacking: Hacking involves gaining unauthorized access to computer systems,
networks, or devices. Hackers may infiltrate systems to steal data, disrupt services,
or carry out other malicious activities. This can include website defacement, data
breaching and the theft of sensitive information.

Phishing: Phishing is a type of cybercrime where attackers use deceptive emails,
messages, or websites to trick individuals into revealing their personal or financial
information, such as passwords, credit card numbers, or Social Security numbers.
Phishing attacks often impersonate trusted entities, like banks or government
agencies.

Malware: Malware, short for malicious software, encompasses a variety of harmful
software programs designed to infect and compromise computers or networks.
Types of malwares include viruses, worms, Trojans, ransomware, and spyware.
Malware can lead to data theft, system disruption, or unauthorized control of a
victim's device.

Identity Theft: Cybercriminals engage in identity theft by stealing personal
information, such as Social Security numbers, names, and addresses, to
impersonate victims and commit fraudulent activities, including financial fraud and
tax evasion.

. Cyber-bullying: Cyber-bullying involves using digital communication tools, such as
social media, emails, or messaging apps, to harass, threaten, or intimidate
individuals. It can have severe emotional and psychological impacts on victims.

. Online Fraud: Online fraud covers a wide range of deceptive activities, including
online auction fraud, advance-fee fraud, and investment scams. Perpetrators use
various online platforms to deceive victims into sending money or providing sensitive
information.

Denial of Service (DoS) and Distributed Denial of Service (DDoS) Attacks:
These attacks overload a website or network with excessive traffic, rendering it
inaccessible to users. Criminals may use botnets (networks of compromised
devices) to carry out large-scale DDoS attacks, disrupting services and causing
financial losses.

. Cyber Espionage: Nation-states and corporate entities engage in cyber espionage
to steal sensitive information, trade secrets, or intellectual property from other
countries or competitors. This can have significant economic and national security
implications.

. Online Child Exploitation: Cybercriminals may produce, distribute, or trade explicit
content involving minors, which is illegal and harmful. Law enforcement agencies
worldwide work to combat this type of cybercrime.



10.Cyber Stalking: Similar to traditional stalking, cyber stalking involves using digital
communication methods to harass or intimidate individuals. It often includes
monitoring victims' online activities and invading their privacy.

11.Ransom-ware: Ransom-ware attacks involve encrypting a victim's data and
demanding a ransom for the decryption key. Victims may lose access to critical
information or system until the ransom is paid.

These are just a few examples of the many types of cybercrimes that exist. The
evolving nature of technology continues to give rise to new forms of cyber threats,
making it crucial for individuals, organizations, and governments to remain vigilant
and implement strong cyber-security measures to protect against cybercriminal
activities.

Q) Define hacking. Classify the types of hackers

Hacking is the act of gaining unauthorized access to computer systems, networks,
or digital devices with the intent to manipulate, steal, disrupt, or compromise data,
services, or functionality. Hackers are individuals or groups who use their technical
skills and knowledge of computer systems to break into or manipulate digital
environments. Hacking can have both malicious and ethical purposes, and hackers
can be categorized into several types based on their intentions and activities. Here
are some common classifications of hackers:

1. White Hat Hackers (Ethical Hackers):

o Description: White hat hackers are cyber-security professionals who use
their skills for ethical and lawful purposes. They are often employed by
organizations to identify vulnerabilites and weaknesses in systems and
networks, helping to strengthen security.

e Activities: Conduct penetration testing, vulnerability assessments, and
security audits to improve system security.

« Goals: Enhance cyber-security, protect against malicious hacking, and
ensure data integrity.

2. Black Hat Hackers:

« Description: Black hat hackers engage in hacking activities for illegal or
malicious purposes. They may steal data, engage in cybercrime, or disrupt
systems for personal gain.

e Activities: Commit cybercrimes such as data breaches, identity theft, and
fraud.

e Goals: Personal financial gain, causing harm, or obtaining sensitive
information illegally.

3. Grey Hat Hackers:

o Description: Grey hat hackers operate in a morally ambiguous space. They
may identify vulnerabilities in systems without authorization but then notify the
affected parties. However, they may not always obtain legal permission before
testing or accessing systems.

e Activities: Identifying and sometimes exploiting vulnerabilities, often with
good intentions.

o Goals: Promote security by revealing weaknesses but may not always follow
legal protocols.

4. Script Kiddies (Skiddies):



e Description: Script kiddies are individuals with limited technical skills who
use pre-existing hacking tools or scripts created by others to engage in
hacking activities.

e Activities: Carry out basic hacking attacks using readily available tools, often
without a deep understanding of how they work.

e Goals: Cause mischief, deface websites, or engage in low-level cybercrimes
for fun or notoriety.

5. Hacktivists:

o Description: Hacktivists are hackers who target organizations, websites, or
systems to promote social or political causes. They often use hacking as a
means of protest or activism.

o Activities: Deface websites, leak sensitive information, or disrupt online
services to draw attention to their cause.

o« Goals: Raise awareness, advocate for change, or protest perceived
injustices.

6) State-Sponsored Hackers (APT Groups):

o Description: State-sponsored hackers are backed by governments or nation-
states. They engage in cyber espionage, cyber-attacks, and cyber-warfare to
advance their nation's interests.

e Activities: Infiltrate foreign government networks, steal sensitive information,
and conduct cyber operations.

o Goals: Obtain intelligence, gain a strategic advantage, or disrupt the activities
of other nations.

6. Hacktivist Groups (Collectives):

o Description: Hacktivist groups are organized collectives of hackers who work
together to achieve political or social objectives. They often use hacking as a
means of protest or activism.

e Activities: Engage in coordinated cyber-attacks, defacement of websites, or
data breaches to further their causes.

o Goals: Advocate for specific social or political agendas and raise awareness.

These classifications provide a broad overview of the several types of hackers, but it
is essential to recognize that the lines between these categories can blur, and
hackers may transition from one category to another over time. Additionally, hacking
can have legal and ethical implications, and the motives and actions of hackers can
vary widely.

Q) What are the services on the Internet? Explain various internet services.

The Internet offers a wide range of services and applications that enable users to
communicate, access information, conduct transactions, and engage in various
online activities. Here are some of the key internet services and their explanations:

1. World Wide Web (WWW):
Description: The World Wide Web is a vast collection of interconnected
websites and web pages hosted on servers around the world. It is the most
prominent service on the internet and provides access to information,
entertainment, and various online resources.
Use Cases: Browsing websites, reading articles, online shopping, social
networking.

2. Email (Electronic Mail):



Description: Email is a messaging service that allows users to send and
receive electronic messages over the internet. It is a widely used method of
communication for both personal and business purposes.
Use Cases: Sending messages, sharing files, managing correspondence.

3. Instant Messaging and Chat:
Description: Instant messaging and chat services enable real-time text or
multimedia communication between individuals or groups. Users can chat,
share files, and make voice or video calls.
Use Cases: Text messaging, group chats, video conferencing.

4. Social Media:
Description: Social media platforms facilitate the creation and sharing of
content, as well as interaction with others. Users can connect with friends,
share updates, photos, and videos.
Use Cases: Facebook, Twitter, Instagram, LinkedIn.

5. Video Streaming:
Description: Video streaming services deliver on-demand video content over
the internet. Users can watch movies, TV shows, and videos from various
genres and sources.
Use Cases: Netflix, YouTube, Amazon Prime Video.

6. Online Banking and Financial Services:
Description: Online banking services allow users to manage their finances,
check account balances, transfer money, pay bills, and conduct financial
transactions securely over the internet.
Use Cases: Online banking, mobile payment apps, stock trading.

7. Online Shopping and E-Commerce:
E-commerce platforms enable users to browse, purchase, and sell products
and services online. They offer a wide range of goods and often provide
secure payment options.
Use Cases: Amazon, eBay, Shopify.

8. Search Engines:
Description: Search engines help users find information on the web by
indexing and ranking web pages based on relevance to search queries. Users
enter keywords to retrieve relevant results.
Use Cases: Google, Bing, Yahoo.
Cloud Storage and File Sharing:
Description: Cloud storage services allow users to store files and data on
remote servers, making them accessible from anywhere with an internet
connection. File sharing services enable users to share files with others.
Use Cases: Dropbox, Google Drive, OneDrive.

9. Voice over IP (VolIP):
Description: VoIP services enable voice, and video calls over the internet.
Users can make international calls and participate in video conferences using
VolIP applications.
Use Cases: Skype, Zoom, WhatsApp Calling.

10.0Online Education and E-Learning:
Description: E-learning platforms offer courses, educational resources, and
interactive learning experiences over the internet. Users can access a wide
range of educational content.
Use Cases: Coursera, edX, Khan Academy.

11.Virtual Private Networks (VPNSs):



Description: VPN services provide secure and encrypted connections over
the internet, enhancing privacy and security by masking users' IP addresses
and location.

Use Cases: ExpressVPN, CyberGhost.

These are just a few examples of the many services available on the Internet. The
internet's versatility and connectivity have led to the development of countless
applications and services that cater to various needs and interests.

Q) What is a URL? Explain with an example.

A URL, or Uniform Resource Locator, is a standardized address used to identify and
locate resources on the World Wide Web. URLs are the web addresses one uses to
access websites, web pages, files, or other online resources. A URL consists of
several components that specify the protocol, domain, path, and potentially other
information necessary to retrieve the desired resource.

Here is a breakdown of the components of a URL using an example:

URL Example: https://www.example.com/path/to/resource

. Protocol (Scheme): The protocol or scheme specifies how the resource should be
accessed. It indicates the communication method between the web client (your
browser) and the web server. Common protocols include:

« HTTP (Hypertext Transfer Protocol): Used for regular web pages.

e HTTPS (HTTP Secure): The secure version of HTTP, which encrypts data for

secure communication.

o FTP (File Transfer Protocol): Used for transferring files.

« Tel: Initiates a phone call.
In the example, "https" is the protocol, indicating that the web browser should use
secure HTTP to access the resource.
. Domain (or Host): The domain, also known as the host, identifies the specific web
server where the resource is located. It can be a human-readable domain name (like
"example.com") or an IP address (like "192.168.20.1").
In the example, "www.example.com" is the domain.
. Path: The path specifies the location or file path on the web server where the
resource is located. It often represents the structure of the website or directory
hierarchy. It is optional and may include subdirectories and filenames.
In the example, "/path/to/resource” is the path, indicating that the resource is located
within the "/path/to/" directory on the server.
. Query String (Optional): The query string is used to pass parameters or data to the
web server. It is typically separated from the rest of the URL by a question mark "?"
and may contain key-value pairs. Query strings are commonly used in web
applications to pass data to dynamic web pages.
Example with a query string:

e https://lwww.example.com/search?query=URL&category=web
. Fragment Identifier (Optional): The fragment identifier, often preceded by a hash
symbol "#," points to a specific section or element within a web page. It is used to
navigate to a specific part of a page.
Example with a fragment identifier:

o https://lwww.example.com/page#section2



https://www.example.com/path/to/resource
http://www.example.com/

In summary, a URL is a standardized address used to specify the location of web
resources on the internet. It consists of various components, including the protocol,
domain, path, and optional query string and fragment identifier, which together
provide a complete reference to access the desired web resource.

Q) Explain with justification why the following IP addresses are invalid. a)
199.234.12.65.42 b) 209.088.67.43 c) 312.45.34.89

IP addresses are typically represented as four sets of numbers separated by periods
(dots), with each set ranging from 0 to 255. An IP address consists of a network
portion and a host portion. An invalid IP address is one that does not conform to the
standard format and rules for IP addresses. Let us examine each of the provided IP
addresses and explain why they are invalid:

a) 199.234.12.65.42:

This IP address has more than four sets of numbers, which is not in accordance with
the standard IPv4 format. IPv4 addresses should have exactly four sets of numbers.
The last part of the address, "65.42," is not within the valid range of O to 255.

The correct format for a valid IPv4 address should look like this: "192.168.1.1."
b) 209.088.67.43:

In this IP address, the second set of numbers, "088," contains leading zeros, which
is not allowed. Leading zeros are typically omitted in valid IP addresses.
The fourth set of numbers, "43," is within the valid range (0 to 255).

A valid IP address should not contain leading zeros in any of its sets, like
"209.88.67.43."

C) 312.45.34.89:

The first set of numbers, "312," exceeds the valid range of 0 to 255. IPv4 addresses
should have each set of numbers between 0 and 255.
All other sets of numbers in this address are within the valid range.

The first set of numbers should be within the valid range to have a proper IP
address. An IP address like "312.45.34.89" is invalid because it goes beyond the
maximum value allowed for each set.

In summary, the provided IP addresses are invalid for several reasons, including
having more than four sets of numbers, containing leading zeros, or having sets of
numbers that fall outside the acceptable range of 0 to 255. Valid IPv4 addresses
adhere to a specific format and range of values to ensure proper network
communication.



